On the basis of Article 57 of the Police Act (Official Gazette of the Republic of Slovenia no. 49/98) the Minister of the Interior hereby issues the

RULES on protection of police data

GENERAL PROVISIONS

Article 1

These rules establish the organisational and technical logic procedures and measures for protection of personal and confidential data administered by the police.

The measures and procedures set out in these rules are applied within the police to:

- ensure the secure handling of personal and confidential data;

- enable the continuous identification of when specific personal and confidential data were dealt with and who dealt with them, for the period for which the specific data are stored.

Article 2

In these rules the expressions used have the following meaning:

1 protected data: personal or confidential data whose handling must be accompanied by the implementation of specific security measures and procedures;

2 record: any data collection (register, table, index file) which contains systematically arranged data and is managed by information or classical technology and intended for carrying out police tasks;

3 document: any written, drawn, printed, duplicated, photographed, photocopied, phonographically recorded, magnetically, optically or otherwise recorded protected data;

4 medium: all types of media on which data are recorded;

5 data handling: procedures and processes of collecting, processing, storage, dissemination, use and destruction of data;

6 computer data handling: handling data with the help of a computer and with apparatus using a memory for storing an entire or partial computer programme, and all or some data required for implementing this programme;

7 police information system: an arranged set of data and information, methods and means for the direct performance of information activity linked to carrying out police tasks;

8 local information system (LIS): an arranged set of data and information, methods and means for the direct performance of information activity with the help of which police organisational units at one or several work stations or servers handle data;

9 head of LIS: police employee responsible for handling data within the LIS;

10 police telecommunications system: the telecommunications infrastructure which is used as a closed user system for the performance of police tasks;

I 1 superior officer: the director general, deputy director general, a head of department, individual service or centre, a director of administration, assistant director of administration and a police station commander;

12 telecommunications link: an established link for the transfer of electromagnetic signals by cable or optical carriers or by radio signals;

13 Internet: the world-wide communication network based on the TCP/IP protocol and which is not owned by any state, company or individual.

II PERSONNEL DEALING WITH PROTECTED DATA

Article 3

Protected data may be handled only by a police employee who has been security vetted prior to the conclusion of an employment contract or transfer to a position where they will be handling protected data.

On concluding an employment contract or being transferred to a position involving the handling of protected data, the police employee confirms through a written statement that they have been familiarised with the regulations applied in the police to govern the security of confidential and personal data and the protection of such data.

This written statement is kept by the personnel department of the general police administration in the employee's personnel file.

The provisions of the first two paragraphs of this article are applied mutatis mutandi for employees of the ministry responsible for carrying out tasks from Article 2 of the Police Act. The written statements of these employees are kept by the personnel department of the Ministry of the Interior in the employee's personnel file.

Article 4

A police employee may use protected data only for the performance of tasks provided by law and in accordance with the instructions governing the manner of handling specific data.

Article 5

A police employee handling protected data may not acquaint other persons with the content of these data.

Where the performance of police tasks demands that other persons be acquainted with specific protected data, prior to supplying these data the police employee must obtain the

superior officer's permission, except where this involves employees of the police or the ministry responsible for carrying out supervision of the performance of police tasks.

Where an external contractor is involved in data handling or in the installing or maintenance of infrastructure for the police information and telecommunications system (hereinafter: PITS), the duty to protect personal or secret data administered by the police must be included in the contract governing the relationship between the police and the said contractor. Employees of the contractor must confirm in a written statement that they are familiarised with the duty to protect secret or personal police data that they will handle in carrying out contractual works. The written statement is a constituent part of the contract documentation.

Where so required by law or by treaty, employees of a contractor must be security vetted prior to the start of carrying out contractual works.

Members of the public and unions involved in dealing with a complaint against police treatment or in the work of a disciplinary commission, within which they will handle personal or secret police data, must confirm in a written statement that they are

familiarised with the duty to protect the confidentiality of these data.

Article 6

Heads of departments, independent services or centres and directors of police administrations determine the number of LIS's, which internal organisation units form them and the LIS heads.

Article 7

Foreigners are permitted access to protected police data if so provided by law or by treaty.

III GENERAL SECURITY MEASURES

Article 8

In order to protect data, police employees have a duty to carry out the following general security measures:

I whenever they leave their working space, they must lock their desks, cupboards, safes and offices in which protected data are stored;

2 they must not leave media with protected data on desks in the presence of persons who are not employed by the police;

3 instructions for the use of computer maintained records must be stored in such a way that they are not accessible to unauthorised persons;

4 they must consistently carry out the procedure of logging in and out using personal passwords at the start and finish of their accessing of protected data stored in PITS records;

5 once documents with protected data have been created, they must ensure the destruction of auxiliary material (e.g. trial or unsuccessful printouts, matrices, calculations, diagrams and sketches) used or produced in creating the document;

6 they must observe other regulations governing how they must deal with protected data in their work.

IV PROTECTION OF PREMISES

Article 9

Premises in which protected data are handled must be protected by organisational, physical and technical measures that prevent unauthorised persons from gaining access to media and apparatus with which protected data are handled.

In premises where data determined as "top secret" or "secret" are handled, security measures must allow for complete checking and recording of entry to the premises.

Article 10

Work and movement in police buildings is conducted in accordance with the house rules, and for the premises housing information and telecommunications equipment for handling protected data the following rules additionally apply:

1 police employees are not permitted to remain in these premises unless they are employed in the premises or unless their presence is essential for the unimpeded performance of work tasks;

2 visits by external parties (demonstrations, tours etc) are permitted only with the approval of the superior officer and in the accompaniment of at least one police employee;

3 visits by service staff of information or telecommunications equipment are permitted only on the request of the PITS maintenance service, while such service staff must be supervised during their visit by the head of LIS or a PITS maintenance service employee.

Article 11

In addition to fire safety measures laid down for police buildings by the fire safety act, the following measures also apply for premises housing computer equipment:

1 no smoking;

2 no use of naked flame;

3 no running of temporary electricity supply cables;

4 storage of inflammable substances only in quantities that are essential for the unimpeded course of work;

5 fire-resistant cupboards for storing media must always be closed.

V PROTECTION OF HARDWARE

Article 12

Hardware set up in the police for information and telecommunications handling of protected data (hereinafter: PITS hardware) may only be used for carrying out police tasks.

Article 13

PITS hardware may only be used by appropriately trained police employees. In addition to the direct users, police employees who maintain the hardware and contractually bound external maintenance staff also have access to the hardware.

The information and telecommunications department (hereinafter: the department) must provide to all LIS heads written instructions on the manner of using hardware and software and on measures in the event of a drop-out or fault. Every fault or drop-out in the hardware or software requiring the intervention of trained maintenance staff must be immediately declared to the department, which decides in accordance with the prescribed maintenance regime on how the fault should be rectified.

VI PROTECTION OF SOFTWARE

Article 14

In the police, data handling may only be managed by computer software (hereinafter: programme) prescribed by the systematisation of technical equipment and in accordance with the PITS standards.

The conformity of programmes to PITS standards is ascertained by the department.

Where a programme intended for police data handling has been created through self​initiative by a police employee who is not involved in the organised and planned development of programmes, prior to incorporation into use the programme must be attested by the department. When the programme has been attested, the department organises its installation in PITS hardware.

For each programme from the first paragraph of this article the department must determine:

who may delete, copy or change it;

2 where a copy of the programme should be stored and who is responsible for keeping it updated.

Article 15

A programme purchased by the police for PITS requirements from a producer of software must be furnished with a licence allowing the police to install and use programmes at a planned number of locations in police organisational units.

All original records of PITS programmes and licence documentation are stored by the department.

VII MONITORING AND RECORDING OF ACCESS TO PROTECTED DATA AND OTHER SOURCES OF PITS

Article 16

Access to data and use of other PITS resources must be secured by a system that verifies the identity of users and the justification of their access to data and other PITS resources.

The system must be constructed in such a way that it prevents the false presentation of identity or justification, as well as access to data and other PITS resources in the name of another user without that other user being aware of it.

Article 17

The record of the system of checking and recording of access to data and other PITS resources (hereinafter: daily log) must enable the continuous identification of which user at a given time and at a given terminal, work station or other PITS equipment handled protected data, for the period for which specific data are stored. Users must be familiarised with the type of records in the daily log and the time of storage of these records.

The daily log is administered by the organisational unit of the general police administration responsible for data protection, which determines the content of the daily log records and the time of storing individual records. The period of storing access records is equal to the period of storing data in protected records. Upon the expiry of this period the data from the daily log are archived.

On the basis of a written request from the superior officer or the organisational unit of the general police administration responsible for internal investigation, the organisational unit from the preceding paragraph prints out data from the daily log required for verifying the justification for handling protected data.

Article 18

Where the checking and recording of access to data and other PITS resources is based on personal passwords, users must change their passwords no later than every two months, and they may not use the same combination of characters in changed passwords.

In exceptions a password may be valid for a longer period for special systems determined in the technical systematisation.

The system of checking and recording access to data and other PITS resources is administered by the organisational unit of the general police administration responsible for data protection.

A tile of passwords and personal codes that are not a constituent part of the central system of checking and recording of access to data and other PITS resources is kept by the LIS head for their organisational unit, but this file is kept in an iron cabinet which is technically secured, or in a locked and sealed iron safe protected by a code.

VIII PROTECTION OF DOCUMENTS AND MEDIA

Article 19

Confidential documents and media on which confidential data are stored must be marked with the type of secrecy and level of confidentiality.

Marking the type of secrecy and the level of confidentiality is carried out in accordance with the regulations governing office management in state bodies.

Article 20

In creating a document containing data that are "top secret" or "secret", an indication is given on the original of how many copies have been made (written, printed, drawn, duplicated) and to whom they have been supplied. Every copy of such document must have its own record number.

If the material from the preceding paragraph is composed of several sheets or if it has attachments, every sheet must be marked with the level of confidentiality or bound in such a way that sheets or attachments cannot be removed or torn out without it being noticed.

In presenting protected data on a screen or in some other multimedia system, the level of confidentiality must be indicated on each part (illustrations, pictures, projections, broadcasts) of the presentation.

Article 21

Documents containing data that are "top secret" or "secret" must always be locked in iron cabinets that are technically secured, or kept in a locked and sealed iron safe protected by a code, unless they are under the direct control of an employee who needs such

documents for their work.

The keys to these cabinets and safes must be kept by employees in close physical proximity at their work station or in sealed envelopes with the head of the office. Spare keys must be kept with the head of the office of the superior officer of the organisational unit. If one key is lost, the lock must be changed.

The premises where documents from the first paragraph of this article are handled may only be entered by employees who are creating, using or protecting these documents.

Article 22

Terminals and work stations used for handling protected data in premises intended for contacts with external visitors must have the screens arranged in such a way that prevents unauthorised persons from viewing the display of data and other information.

Article 23

Following the creation of a document containing data that is "top secret" or "secret", auxiliary material (e.g. matrices, calculations and diagrams, sketches, trial or unsuccessful printouts) produced in creating the document must be destroyed before a commission of witnesses. The manner of destruction must ensure total illegibility and prevent reconstruction of the contents.

The commission of witnesses creates a record of the destruction of material from the first paragraph of this article, and every member of the commission signs this record.

The commission of witnesses, comprising three members, is appointed by the superior officer.

The procedure for destroying documents containing data that are "confidential" and "restricted", and documents containing personal data, is determined by the superior officer.

The same procedure is used for data, documents and media whose storage period has expired and which must be destroyed.

Article 24

The department must have a copy and a duplicate copy of all data handled and kept in the main police computer and of all software of the main computer. The duplicate copy must be kept at a secure location outside the building housing the main police computer.

The LIS head keeps a copy of data that is computer handled locally and a copy of system settings of local servers. A duplicate copy must be kept at a secure location outside the building housing the LIS.

The periods and manner of supplementing copies and the media on which they are stored are determined by the department for each record separately.

Article 25

A police employee who establishes that an unauthorised person has been familiarised with protected data has a duty to immediately inform the superior officer, who must in turn inform the organisational unit of the general police administration responsible for data protection.

If a document with protected data becomes lost or missing, the police employee has a duty to immediately inform the superior officer, and themselves to do everything necessary to establish the circumstances in which the document was lost, and to eliminate the harmful consequences and cover all traces.

Article 26

Duplicate copies of data and programmes that will be used in the event of natural disasters, emergencies and war must be kept at locations outside the main office of the organisational unit within which they are handled. The manner of creating, supplementing and storing duplicates are determined for each record separately in the security and defence plan of the organisational unit and in the plan of action in the event of natural disasters.

IX PROTECTION OF PITS CONNECTIONS WITH OTHER INFORMATION SYSTEMS AND THE INTERNET

Article 27

Access to other information systems and the Internet is open only to those police employees who require data or other services from these systems for performance of work tasks and who have a connection determined in the technical systematisation.

The PITS may be connected to other information systems and the Internet only in a manner that prevents access of unauthorised users to protected data and equipment with which protected data are handled.

Article 28

Access by PITS users to data and other resources of the Internet and other information systems is permitted only via shared, appropriately protected PITS connection terminals.

A security barrier or `fire-wall' must be installed at the connection terminal from the preceding paragraph of this article, and this must allow for:

1 administering access by police employees to other information systems or the Internet;

2 administering access by users of other information systems to protected data and equipment with which this data is handled;

3 identifying and preventing attempts at access by outside users of the Internet to protected police data;

4 identifying and preventing attempts to break in to the PITS;

5 preventing and discovering attempts to introduce computer viruses;

6 cryptological protection of transfer of protected police data via the infrastructure of another information system or the Internet.

On the written proposal of a superior officer whose organisational unit requires for unimpeded carrying out of tasks a work station connected to the Internet without the security barrier, the director general of police may approve such a connection. In this case

the work station may not be connected to the PITS network, protected police data may not be stored in it, and anti-virus protection must be installed in it.

The PITS security barriers are administered by the organisational unit of the general police administration responsible for data protection.

Article 29

Where the security barrier incorporates a system that allows the monitoring and recording of activities of an individual PITS user, every police employee must be advised of this in an unambiguous and clear way before using the connection to another information system or the Internet.

Where a system from the preceding paragraph is used, the security barrier must also advise external users of the Internet and users of other information systems of the monitoring and recording of access, before they connect to PITS resources.

X TRANSFER OF PROTECTED DATA

Article 30

The transfer of protected data via telecommunications links, which connects locations of police organisational units or locations of other authorised users of protected police data, must be protected by procedures and measures that prevent unauthorised persons from

appropriating or destroying protected data and from unjustified familiarisation with their content.

The transfer of data that are "top secret" or "secret" via telecommunications links must be cryptologically protected. Cryptological protection is carried out by the organisational unit of the general police administration responsible for data protection. The means, procedures and measures of cryptological protection for data transfer are determined by the director general of police.

Article 31

The police deliver media with confidential documents by courier mail. The employee who despatches the mail must familiarise the courier with the type and level of confidentiality of the document and with the measures for protection of such mail.

Documents with confidential and personal data must be in sealed envelopes which are carried in a case or bag equipped with appropriate security mechanisms.

For the transfer of documents that are "top secret" or "secret" the courier must be armed or have an armed escort.

XI RESPONSIBILITY FOR CARRYING OUT PROTECTION MEASURES AND PROCEDURES

Article 32

The superior officers are responsible for directly carrying out procedures and measures for protection of personal and confidential data.

The duty of the superior officers is to:

1 organise the functioning of the police organisational units in such a way that ensures observance of the provisions of these rules and other regulations on protection of police data;

2 familiarise employees with the duty to protect personal and confidential data; 3 immediately take all necessary steps, in the event of activities directed at threatening the integrity of personal and confidential data, to disable or prevent such threat.

Article 33

Any police employee who violates the duty to protect confidential and personal data is liable under disciplinary rules for a major breach of employment obligations and duties.

XII SUPERVISION OF PROTECTION MEASURES AND PROCEDURES

Article 34

Supervision of the implementation of these rules is performed by the organisational units of the general police administration responsible for supervision and data protection respectively.

XIII TEMPORARY AND FINAL PROVISIONS

Article 35

Police employees who are already in formal employment at the Ministry of the Interior on the day these rules enter into force are deemed to fulfil the conditions from the first paragraph of Article 3 of these rules.

Within a period of three months from the entry into force of these rules, police employees from the preceding paragraph must confirm in a written statement that they are familiarised with the regulations in the police that govern security of personal and confidential data and the protection of these data. The written statement is kept by the personnel department of the general police administration in employees' personnel files.

Article 36

Within a period of three months from the entry into force of these rules the heads of departments, independent services or centres and directors of police administration determine the local information systems in the organisational units where they are the superior officers, and the heads of local information systems. On the appointment of LIS heads, the appointments of existing heads of microcomputer work stations are terminated.

Article 37

These rules enter into force on the fifteenth day after publication in the Official Gazette of the Republic of Slovenia (Uradni list Republike Slovenije).
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