
MALWARE 
CAN COST 
YOU MONEY
Mobile banking malware is designed 
to steal the financial information 
stored on your mobile device.

HOW DOES IT SPREAD?

Visiting malicious 
websites

Capture of 
your personal 
authentication 
information

Unauthorised 
withdrawals

Downloading 
malicious apps

Phishing 

WHAT ARE THE RISKS?

WHAT CAN YOU DO?

MOBILE BANKING 
MALWARE

Download your bank’s official 
mobile app and make sure you 
are visiting the real bank website 
every time. 

Avoid having your online banking 
site or app to log you in 
automatically. 

Don’t share or disclose your bank 
card number or password to 
anyone.

If available, install a mobile 
security app which will alert you 
of any suspicious activity.

If you lose your mobile phone,
or change your number, contact 
your bank so they can update 
your information. 

Don’t share any information 
about your account via text 
message or email. 

Always use a secure Wi-Fi 
network when connecting to 
your bank's mobile site or app. 
Never do it from an open Wi-Fi!

Frequently check your financial 
statements. 
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